Security tips are now used as a method of priming online users from falling prey for fraudulent scams. These security tips usually come as email, SMS or online posts where they can be easily accessed by the users. In this work, phishing attacks are simulated with varying cues that are available in such fraudulent email messages, SMS and web pages were used to investigate the effectiveness of the security tips used by Nigerian banks to prime their customers of online threats. A total of 427 respondents, purposively selected from three tertiary institutions in Ogun State, participated in the study. Each respondent was asked to identify five messages with varying phishing cues to evaluate their understanding of the security tips messages. The results which were computed at 95% Confidence Interval, indicated that 58.91% failed on the first attribute, 58.59% failed on the second attribute while 58.73% failed on the third attribute. 74.24% of the participant could not correctly identify a fake email message (fourth attribute) while 76.71% could not correctly identify a phished bank verification number update message (fifth attribute). Using the Mann Whitney Test, the result further showed that overall, those who failed the test are significantly more than those who passed. Moreover, a regression model is proposed to evaluate the influence of the socio-demographic factors used in the study. This result indicated that gender, academic qualification and user's computer knowledge significantly influences their ability to recognize phished messages.
cybercrimes range from malware attacks, botnets attacks, drive-by download, spamadvertised commerce etc.
One of the most widely reported cybercrimes is the phishing attack. Phishing is a social engineering attack which attempts to fraudulently obtain users' personal and financially sensitive information through electronic communication (Parsons et al., 2015) . In a typical phishing attack, both service providers, online companies and users suffer from brand damages, enormous financial losses, breach of confidence and unhealthy exposure of users' credentials, which provide negative incentives for e-commerce. According to the Central Bank of Nigeria White paper, it was estimated that about $250 million was lost to cybercrime in 2013 (Longe, 2014) . In addition, in one FBI report, the damage from Nigerian phisher activity from October 2013 to May 2016 was estimated to exceed US$ 3 billion in a number of attacks that and affected 22,143 companies scattered across 79 countries of the world. Figure 1 provides the scary report on the incident of phishing websites in the First Half of 2017 from Anti-Phishing Working Group (APWG, 2017) .
Faced with this negative reality, online security providers, as well as the academic community, responded with a number of countermeasures to arrest the ugly incidences of phishing attacks. These solutions range from software enhancement methods to anti-phishing education. In the software enhancement method, detection tools called anti-phishing systems are designed and implemented to identify a typical phishing attack in an online transaction. However, research indicated that it does not matter the number of firewalls, encryption system, security certificate or authentication mechanisms employed by an organization if the user using the system fails to understand phishing attacks (Hong, 2012) . Unique Phishing Websites in 1H 2017 . Source: (APWG, 2017 Today, most financial institutions provide security tips to their customers to enable them to identify online scams. For instance, Nigerian Banks send security tips via SMS, email and online security centres to provide anti-phishing education to their customers. How effective is this anti-phishing security tip to these customers in an online transaction? To this end, we report a simulated study to evaluate the effectiveness of this method by using phishing messages with varying phishing cues (Orunsolu et al., 2016) . In addition, a regression model is developed to evaluate the socio-demographic factors that affect respondents' ability to identify such fraudulent messages.
The rest of the paper is organized as follows: Section 2 presents the research methods used to investigate the research question. related work. The results analysis of the research experiments is discussed in Section 3. In Section 4, the regression analysis and design variables are discussed. Section 5contains the general discussion and conclusions.
Literature review
Phishing education is meant to protect individual users against phishing threats. Anti-phishing security awareness education offers online training materials, testing, and situated learning to enhance users' avoidance capability in detecting phishing attacks. Online security training materials have been provided by anti-virus companies, government organizations, non-profits security institutions (e.g. Anti-Phishing Working Group) and businesses (e.g. eBay, Microsoft, Google). This security awareness describes how phishing works and provide solutions to escape phishing attacks. For instance, Nigerian Banks send security tips to their customers and equally posted such tips on the security centre of their home page (Figure 2 ). These tips inform users on how well they can identify which messages are legitimate and which are not. Besides, a number of research works have investigated the role of education in phishing as well as why people fall for Phish. Jagatic et al. (2006) researched into spear-phishing attacks in which the attackers employed specific knowledge of users and their companies to conduct an attack. Their investigation showed that individuals were more likely to fall for phishing attacks originated from existingknown contacts over standard phishing attacks. This is why social networking sites like Facebook are now more patronized by phishers. In another development, Sheng et al. (2010) and Jakobsson et al. (2007) provided useful insights on why phishing works using demographic data. While Sheng et al. 2010 revealed that women-folk are more vulnerable than their male counterpart due to their less exposure to computer technical knowledge; Jakobsson et al. (2007) revealed users' sensitivity to numbers of common trust/security symbols such as favicon, brand logos, padlock icons etc. when navigating web pages. Kumaraguru et al. (2007) presented a study which focuses on educating people about phishing attacks and assisting such users to make a positive decision when faced with the real-life situation. The authors showed that a number of challenges affected end-user security awareness education in general. In the end, the authors designed an automated email based anti-phishing system known as PhishGuru and an online game called "Anti-Phishing Phil". These automated anti-phishing systems educated users on how to understand cues in domain names to detect phishing attacks. The empirical results suggested that, while technical systems should be served as the first line of defence against phishing attacks, user security awareness education offers a complementary approach to assist users better identify fraudulent emails messages and websites. Similarly, Sheng et al. (2010) presented a usability study in which a role-play survey of 1,001 online participants was used to demonstrate the relationship among demographics, phishing susceptibility and the effectiveness of a number of anti-phishing security educational materials. The finding of this work indicated that security awareness materials reduced participants' tendency to input sensitive information into fake URLs by 40%. On the contrary, there was decreased participants' tendency to click on benign links with some other security awareness materials. Arachchilage and Love, (2013) proposed and developed a framework using a game approach which enhanced participant avoidance behaviour through motivation by protecting users from phishing attacks. A theoretical model derived from Technology Threat Avoidance Theory (TTAT) was used in the game design framework. The TTAT identified the issues that the game design framework needed to address by developing threat perceptions that motivated individuals to avoid phishing attacks and use safeguarding measures. The study emphasized that avoidance motivation for phishing attack was majorly influenced by combined factors of perceived threat and safeguard effectiveness. In addition, the study bridged the gap in the software-based anti-phishing approaches through user awareness model using a game design approach. However, the work did not provide empirical evidence to explain the interaction of perceived threat and safeguard effectiveness. Alsharnouby et al. (2015) presented a user study where the use of eye tracker was employed to obtain quantitative data on user judgment of phishing sites. The results of their work showed that 53% of the participants detect phishing pages when primed to identify such pages with little attention to security cues. Similarly, Parsons et al. (2015) conducted a role-play usability study to experiment people's ability to distinguish between phishing and genuine emails. The authors had previously informed half of the participant about the purpose of the study as a control group. The evaluation results indicated that the control group performed remarkably better at discriminating between phishing and genuine emails than the noninformed group.
Our contributions: Our work is hinged on the fact that the effectiveness of security tips in the fight against phishing attacks is yet to be subjected to empirical research. We are reporting on a first tripartite study of participants' response to SMS, email and web pages with varying phishing cues. Our study provides the following major contributions to anti-phishing security education research:
1. We pursue a novel methodology that develops an automated Anti-Phishing Questionnaire which elicits users' judgments on phishing messages based on their knowledge of security tips.
2. We evaluate the effectiveness of the security tips based on data collected from three different institutions located in three different places within Ogun State, South West, Nigeria. However, most previous studies based their evaluation on data collected within a single geographical environment (e.g. Dhamija et al., 2005; Vishwanath, 2016; Parsons et al., 2015; Neupane et al., 2015; Downs et al., 2006) . 3. Our work extends and supports prior studies by independently re-affirming the findings of the previous study on anti-phishing education within the Nigeria perspective. 4. Our work develops a regression model to investigate factors that actually influence the users' identification of fraudulent messages even after being primed with previous security tip messages.
Research methodology
The objective of the study is to determine the effectiveness of security tips sent by Nigerian Banks to their customers, in the fight against phishing attacks. In order to achieve this objective, we design a Computer-based Anti-Phishing Questionnaire (CAPQ) to test user's ability to detect fake SMS, email and web pages. The CAPQ consists of the Data Collection phase, Site Selection phase and Test phase. In the Data Collection phase, personal details of respondents are captured. Such details include gender, educational qualification, computer literacy and occupation. Based on the user's responses, the CAPQ categorizes users as informed or non-informed. To determine the user's level of being informed, the application assigned a value 1 or 0 to each data supplied by the user. The value 1 indicates that the data has a significant influence on the user's knowledge of computer/Internet and its services. For instance, Figure 3 presents the interface of CAPQ with a data value of 1 on its leftmost part.
On the other hand, the value 0 indicates that the data does not significantly influence the users' knowledge. For example, age, gender and Local Government of Residence do not indicate ones' knowledge of computer and its associated services. For a user to be classified as informed, the user must score 5 points on all the significant data values. A simple pseudocode for this is as follows:
Thus, an informed user is a person that has appreciable knowledge of how computers/Internet works and a non-informed user is one without adequate knowledge of computer/Internet. After the status of the respondent has been determined, the user is allowed to select a number of online services or webpages they are accustomed to. In this way, the application is able to customize the user's text messages in the Test phase to the web pages that are known to them. For example, if a user selects First Bank Nigeria PLC and OLX as brands that are known to him, then the application will ask such user to identify the Home page of such online brands. The first three parameters are common phishing cues which are mostly used by phishers to deceive online users. For instance, In Link is used when a URL within a webpage is directed to another domain. Cybercriminals use this method to divert user's content to their fake page without the user being aware. In addition, fake websites with IP based address and URL with more than three dots were created by using the logo and layout of the corresponding real bank sites or online shopping stores. The remaining parameters are mostly used as SMS or email ploy to deceive bank users. This SMS or email message contains a private number and uses a sense of urgency to deceive users. In addition, bad grammars are common in this message. In order to protect the respondents from real-world phishing messages, we downloaded these sites and messages for offline use and hosted them on our local machine.
Our experiment is designed so that users are asked to identify fake messages and our focus is then to determine users' performance based on their understanding of the security tips send by their Banks. Based on the foregoing, the study seeks to test the following hypothesis: 
Participants Recruitment and Experimentation
Previous empirical study on phishing attacks usually selects respondents from only one geographic location (Vishwanath, 2016; Parsons et al., 2015; Neupane et al. 2015) . Downs et al. (2006) . To improve on this, this study selects participants from three different tertiary institutions in Ogun State. The target population for this study is staff and students in tertiary institutions because young people and middle-aged adults, who are predominantly found in the tertiary institution environment, are the most relevant demographic strata for a technological driven-research such security of e-commerce transaction. In addition, it is believed that while this demographic group could be found in other areas of the workforce like banking, those in the tertiary institution environment are more likely to be able to spare the time to participate in the study considering that the data collection phase would require participants to come to the data collection site for participation. The actual institutions used for the research were selected based on the ease of accessibility of the researcher and participants were selected using judgment sampling technique -a non-probability sampling method where the investigator chooses stratum to be surveyed based on their knowledge and professional judgment. Informed consent of selected participants was obtained prior to their participation and participants were assured that participation is voluntary, and they can withdraw from the study at will without any negative consequence.
A total of 427 participants were involved in the study. These participants were purposively selected from the staff and student population in three tertiary institutions in Ogun State -Tai Solarin College of Education, Omu-Ijebu; Gateway ICT Itori and Moshood Abiola Polytechnic, Abeokuta. There were 245 males and 182 females. There were 55% NCE/OND holders, 30% HND/BSC holders and 9% SSCE/WASCE holders in the population (see also Section 4). Also, the frequency of the type of financial services used by our participants is as follows: 91% used ATM card, 51% used Mobile Banking, 36% used Internet Banking, 22% used Quick Teller and 41% used Online Banking and Online Shopping services. Moreover, about 91% of the respondents claimed to have received security message from their banks. In terms of age distribution, 80% of the participants were under 25 years, 14% between 26 and 35, 6% between 36 and 50 and less than 1% above 50. The composition of the participants could limit the generalization in our findings. On the contrary, Lin and Lu (2000) posited that the results drawn from the analysis of this type of sample can still show the real phenomena and provide major outcomes. This is due to the fact that the young and the middle-aged population are the most significant groups for a technological based-research such security of electronic commerce transaction. In fact, notification sounds and indicator lights which frequently heralds social feeds, emails, SMS etc. through which the malicious messages under investigation are spread are very common within this age bracket (Vishwanath, 2016).
In our experiments, participants commenced a session by going through a welcome page. The welcome page contains the instruction on the experiment. Then, the participant is asked to fill in personal data and the number of online services/web pages they patronized. In the final stage, participants are asked to judge 5 randomized messages with varying phishing cues. These messages consisting of one (1) fake BVN message, one (1) fake email messages and three (3) web pages of the banks/online shopping sites used by the participants. The fake BVN message contains bad grammars and private number call centre as portrayed in most of such unsolicited fake messages. The fake email message asked the user to update their details. On the other hand, the three fake web pages used the logo and visual similarity of a known financial brand and online shopping sites. The first fake webpage used In Link attributes as a phishing cue. The second webpage used an IP-based URL with a look and feel of the known financial institution and the third fake webpage used the three dots attributes. Each trial consisted of a message (e.g. webpage or BVN or email) shown for as long as the participant responded. The response consists of a panel with a question," Is this a legitimate website" or "Is this a legitimate BVN message" or "Is this a legitimate email" and a "Yes" or "No". This panel is displayed at the header part of each investigative page. Each participant took about 9 minutes to complete the study. The process flow diagram of the experiment with an average time duration is presented in Figure 4 . The participants' responses are recorded into our database and exported in a spreadsheet format for easy statistical analysis.
Results
The results in this research work are reported at the significance level ( ) of 0.05 using twotailed Test. To test the Hypothesis, the Mann Whitney U test was carried out to ascertain if there is a significant difference between those who passed and those who failed on each of the test attributes. The result in Table 1 shows that those who failed the test are significantly more than those who passed. This suggests that Bank customers do not really understand the security messages they receive from their banks. Hence, we reject the null hypothesis that security tips are well -understood by bank customers.
Regression Analysis and Design Variables Dependent Variable
The aggregate score of respondents in the pretest phase (Pretest Score abbreviated as PTSC) was used as a measure of their ability to detect phished messages and it served as the dependent variable for the regression analysis.
Independent Variables
All independent variables are categorical variables on either the ordinal or nominal scale of measurement. Four variables (Gender, Occupation, Highest Academic Qualification and computer Literacy) are self-reported while User type is computer generated. All 427 respondents provided information on all variables, hence, there was no missing value.
i. Gender
This is a categorical variable on the nominal scale of measurement where 1 represented the male and 2 represented females. 245 (57.51%) of the respondents reported being male and 181 (42.49%) reported being female.
ii. Occupation
Respondents' occupation is also on the nominal scale of measurement. Since the study was carried out in tertiary institutions, we defined only three categories of occupation viz -White Collar, Blue Collar and Students. It is believed that these three mutually exclusive categories sufficiently cover all occupation types present within a tertiary institution environment. 53 (12.41%) reported being in white-collar occupation, 13 (3.04%) reported engagement in bluecollar occupation while 361 (84.54%) reported that they are students. 
iii. Highest Academic Qualification

iv. Computer literacy
This variable is a self-reported evaluation of respondents perceived computer literacy level. It was captured on the ordinal measurement scale, in four categories namely -not literate, represented as 1, low literacy represented as 2, average literacy represented as 3 and high literacy represented as 4. Two (0.47%) reported no literacy, 31 respondents (7.28%) reported low literacy, 269 respondents (63.15%) reported average literacy while 124 respondents (29.11%) reported high literacy.
v. User Type
This is a binary variable. It is a computer-generated assessment of respondents' computer literacy level. Based on the user's responses, the APQ categorizes users as informed or noninformed. To determine this, the application assigned a value 1 or 0 to each data supplied by the user. The value 1 indicates that the data has a significant influence on the user's knowledge of computer/Internet and its services. On the other hand, the value 0 indicates that the data does not significantly influence the users' knowledge. For a user to be classified as informed, the user must score 5 points on all the significant data values. Thus, an informed user is a person that considered having appreciable knowledge of how computers/Internet works while a non-informed user is one who is considered not having adequate knowledge of the computer/Internet. Of the 427 participants, 324 (75.88%) were categorized as informed users while 103 (24.12%) were categorized as non-informed users.
Model Specification
The proposed model for the regression analysis is given as: 
ii. Collinearity Check
The Variance Inflation Factor (VIF) was employed to assess the collinearity of the independent variables. The result shows that the VIF for the four independent variables is 1.042, 1.220, 1.120, 1.112 and 1.065 for Gender, Occupation, Computer Literacy, HAQ and User Type respectively.
iii. Autocorrelation Check
The Durbin Watson statistic was used to check if the assumption of no autocorrelation was satisfied. The Durbin-Watson's tests the null hypothesis that the residuals are not linearly auto-correlated. The Durbin Watson Statistics was 2.05, this confirmed that there is no autocorrelation in the multiple linear regression data.
Model Construction and Analysis
A preliminary multiple regression analysis was carried out to determine the suitability of each of the independent variables for inclusion in the final regression model. This was done in two stages. In the first stage, each of the independent variables was regressed with the dependent variable as simple linear univariate regressions. The second stage seeks to identify the best combinations of the independent variables to include in the model. Here, all the independent variables were regressed with the dependent variable simultaneously. Table 2 and 3 shows a summary of stage 1 and stage 2 model building. The result in Table 2 and Table 3 shows that occupation and computer literacy did not have a significant R2 value in the univariate model and neither did they contribute significantly to either the univariate model or the multivariate model. Therefore, both variables are excluded from the final multiple regression model. Finally, gender, HAQ and User Type are used as the independent variables for the model. The result of the analysis is presented in The result suggests that gender, academic qualification and user type significantly influences respondents' ability to recognize a phished message purportedly sent by their banks.
Discussion and Conclusion
This study examined how effective the security tips messages are through hypothesis formulation and experimental method. The study offers further insights that individuals are poor at discriminating phishing messages despite the availability of the security tips provided by their banks. This is because most people lack a basic understanding of internet technology. Phishing and online scams exploit this lack of knowledge by using forged email header, fraudulent URLs (e.g. many participants think www.firstbank.com and www.firstbank@intergold.com belong to the same category), the absence of https or closed padlock etc. For instance, most respondents incorrectly labelled phishing pages as genuine despite the presence of conspicuous incorrect URL. This is consistent with the works of Dhamija et al. (2005) and Alsharnouby et al. (2015) In addition, most participants (about 59%) failed to recognize fake web pages in our study because of the visual similarity cue. From our observation, most participants focused on the logo and images of familiar brands as evidence of benignity of a webpage. The implication of this is that most banking customers in Nigeria may still fall for deceptive online scams where logos and images of known brands are employed. This observation is more disturbing as our study consist about 84.54% of students and 89 % of the literate population (OND/NCE and HND/BSC). This group represents individuals who are more likely to be consulted by others people when such a situation arises. For instance, a retired pensioner may ask his daughter in a polytechnic to help him confirm whether a message he received was actually from a genuine pension administrator or not. Although Dhamija et al. 2006 showed that people were easily deceived through visually similar images, logos, texts and homographic attacks (i.e. replacement of similar texts in URL e.g w written as vv -double v), the reality is still the same in Nigeria. The success rate of Dhamija et al. (2006) was 58% whereas in our study the failure rate of the participants on these visually looking sites was averagely 58.74%. However, Alsharnouby et al. (2015) showed that participants that are primed to understand phishing attacks scored 64% success rate in their own study.
Our findings with regards to email and BVN message have important implications for ecommerce and research community. The performance of the participants in our study was very poor on these two metrics. On email, about 74.24% of the participant could not correctly classify the message as fake in spite of the presence of bad grammars and other irrelevant indicators that show that such message could not possibly originate from a trustworthy entity like their banks. Similarly, on the BVN message, the failure rate was 76.71%. This is the highest failure rate in our study. This finding may not be unconnected with the fact that most people now received such message on their BVN message update from their banks. However, since such message has grave implication on users' personal credentials (e.g. account number) one expects participants to be more careful now that online scams are now very common. Unfortunately, this is not the case even despite the use of poor grammar in the BVN message as common with such message from con artists (Ramanathan et al., 2013; Maurer & Hofer, 2012) . Not even the presence of private phone number in these messages give most participants a hint that the message is faked. The implication of this is alarming as most people now receive these unsolicited messages more than before. In addition, the proliferation of mobile-internet enabled smartphones now make more people susceptible to these fake messages. This is consistent with the work of Vishwanath (2016) which demonstrated that smartphones are likely to increase the likelihood of online deception. In addition, Parsons et al. (2015) in their study classified participants as informed and non-informed based on the priming the participants with the purpose of the study. Interestingly, most primed participants significantly identified phishing emails than the unprimed participants. This is inconsistent with our study because we assumed that the participants are well primed with the availability of the security tips send to them. In the light of this, we can comfortably conclude that the security tips message is not effective at assisting the users to recognize online scams and phishing attacks.
The implication of this is that most customers in the Nigerian financial sector do not understand the security tip and by extension the antics of the online criminals. In addition, a number of test statistics were used to explain the influences of the demographic factors in the sample population. In this way, a regression model was built which explain that the influence of gender, academic Qualification and user type played a significant role in their identification of fraudulent messages. This implies that consideration should be made to these factors by the banking authorities when sending these messages to their customers. Unless these factors are well-considered in the design of a new security tip messages, the financial losses through these online criminals' activities are likely to continue on increase over the coming years as more institutions adopt the culture of e-commerce.
